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[bookmark: _Toc510965184][bookmark: _Toc511378127]Introduction

Did you know that Linux Ubuntu is the most common operating system for web servers? Ubuntu powers over 20% of the web today. [1]

Linux Ubuntu machines can be configured with what is called a LAMP stack. LAMP is an abbreviation of Linux, Apache, MySQL, and PHP. Apache, MySQL, and PHP help us get a web server running.

This document will assist you in setting up your very own virtual machine Linux Ubuntu server in VMWare, assuming you are running a Windows 10 device. We will start by configuring the virtual machine, then installing Ubuntu, configuring Ubuntu, and finally, installing the LAMP stack.

[bookmark: _Toc510965185][bookmark: _Toc511378128]Virtual Machine Setup

In this section, you will create and configure a brand-new virtual machine.

[bookmark: _Toc511378129]Boot the New Virtual Machine Wizard

[image: ]
With VMWare powered on, press ctrl+n to start the new virtual machine wizard. Make sure to select Custom (advanced). Once you are ready to begin, click next.

[bookmark: _Toc511378130]Choose Virtual Machine Hardware Compatibility

On this screen, you likely won’t have to change any settings. If your virtual machine will be confined to just one computer, you can go ahead and click next.

If you will be working across multiple computers, there’s a chance each could be running a different version of VMWare Workstation. Do some research to figure out which versions you’ll need to support. Next to hardware compatibility, select the lowest version you’ll have to support. Be aware that selecting lower versions poses more limitations on your virtual machine.

[bookmark: _Toc511378131]Guest Operating System Installation Screen

On this screen, you’ll be presented with three options: Installer disc, installer disc image file, and I will install the operating system later. You will want to select “I will install the operating system later”. Then, click next.

[bookmark: _Toc511378132]Select a Guest Operating System

Because you will be running a Linux Ubuntu virtual machine, make sure to select Linux under the Guest operating system section. Then, under the version tab, select Ubuntu 64-bit. Once you are set, click next.

[bookmark: _Toc511378133]Name the Virtual Machine

[image: ]

On this screen, you will name the virtual machine and store it in a location on your computer. Any name will work, but it is a good idea to name it something unique. 

If you will be running the virtual machine off the single computer, you should not have to change the location. However, if you will be running it off an external hard drive, you will have to change the location.

To start changing the location, it is a good idea to create a new folder just for your virtual machine. To create a new folder, simply right click inside the white space of any folder and select new, followed by create new folder. Once you have the folder created, click on browse. Anytime you click on browse, a popup screen will display. Now navigate to where the new folder is and select it. In the above picture, It is placed in a folder called OSYS1000_FinalProject, which was created just for this virtual machine.

Once you have your virtual machine in an organized spot and given it a proper name, click next.


[bookmark: _Toc511378134]Processor Configuration

On this screen, you have two options. You can tweak the number of processors the virtual machine will have and the number of cores per processor. Real servers generally require multiple processors and cores to handle the countless tasks thrown at them. However, your virtual machine will be just fine with both set to 1, so you won’t have to change anything. Click next.

If you know you have a powerful computer, feel free to raise either if you wish. 

[bookmark: _Toc511378135]Memory for the Virtual Machine

[image: ]

On this screen, you can select how much memory, or RAM, your virtual machine will have. A memory size of 2048 MB is sufficient. However, if your computer has 4GB of RAM or less, it’s better going with the recommended value of 1024MB. 

To check how much RAM your computer has, open file explorer, right click on This PC found on the left sidebar, then click on properties. Look under the system section to see the amount of RAM installed on your computer.[image: ]

[bookmark: _Toc511378136]Network Type

This screen has 4 options. We want to choose the top option, “Use bridged networking.” This will allow interconnectivity between the Windows client and the Linux Virtual machine. Once selected, click next.

[bookmark: _Toc511378137]Select I/O Controller Types

Nothing has to be done here. Stick with LSI Logic. Click next.

[bookmark: _Toc511378138]Select a Disk Type

This screen presents three options. While SCSI is displayed as the recommended, SATA is a more reliable choice and may lead to fewer crashes. Click the SATA option, then, click next.

[bookmark: _Toc511378139]Select a Disk

This screen lets us select or create the virtual disk to use with the virtual machine. Nothing has to be done on this screen. Stick with “Create a new virtual disk,” then, click next.



[bookmark: _Toc511378140]Specify Disk Capacity

[image: ]

The image above shows the recommended options for this screen.

Maximum disk size allows you to set the maximum amount of space your virtual machine can hold. A good amount is 40GB. When you create the virtual machine, it will not be this size immediately. As you install more onto the virtual machine, it will increase in size until it reaches this maximum. If you prefer, you can also select “Allocate all disk space now”, which instead creates all the space and storage at the start.

Make sure to check how much storage you have on the actual disk you will be running the virtual machine on. If you do not have room for at least 20GB, you may have to delete files or move them to another disk.

Finally, it is recommended to select “Split virtual disk into multiple files” rather than “Store virtual disk as a single file.” This makes it easier and safer to move the virtual machine to another computer if you ever have to do it.

Once you are all set, click next.

[bookmark: _Toc511378141]Specify Disk File
[image: ]

Once you reach this screen, click browse and make sure the disk file you specified on the last screen is placed in the correct virtual machine folder. If not, navigate to it and select it. The above picture shows that the disk file is correctly placed in the folder I created. Click next once you are done.



[bookmark: _Toc511378142]Ready to Create Virtual Machine
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Congratulations! You are now ready to create the base virtual machine. Use this opportunity to take a final look at your configuration settings displayed to make sure everything is ok. Then, click finish.


[bookmark: _Toc510965186][bookmark: _Toc511378143]Linux Ubuntu Installation

In this section, you will install the Linux Ubuntu ISO file from the official Ubuntu website and connect it to your virtual machine. VMWare uses ISO files to install an operating system on a blank machine.

[bookmark: _Toc511378144]Install Linux Ubuntu ISO file

To start, head to the website below. It will take you to the site pictured below.
https://www.ubuntu.com/download/desktop

[image: ]

For this project, we are choosing Ubuntu Desktop because it gives us more flexibility. You will later configure the virtual machine to boot into a non-GUI (graphical user interface) mode to lower resource usage.

On this site, you will want to select Ubuntu 16.04.4 LTS and click download. If you see a survey screen afterward, simply click continue to installation. Then, your download will start automatically as an ISO file.

This ISO file will be used to install Ubuntu on the virtual machine. It acts as a virtual installation disc.



[bookmark: _Toc511378145]Add ISO File to Virtual Machine

[bookmark: _Toc510965187]Now that the ISO file is installed, head back to the configuration page of your virtual machine. It should look like this. If you cannot find it immediately, click on File at the top left, then, click on open. From there, navigate to where you stored the virtual machine and open it.[image: ]

Now click on edit virtual machine settings. Then, click on CD/DVD. Under the connection tab, make sure “Use ISO image file” is selected. Then, click on browse. Again, anytime you click on browse, a popup window will appear. Now, simply find where you stored the ISO file. If you do not know where to find it, it is most likely in the downloads folder.

The image below demonstrates that the virtual machine is linked to the ISO file.
[image: ]


Congrats! Now you are ready to boot up the virtual machine for the first time.

[bookmark: _Toc511378146]Virtual Machine First-time Boot Up

In this section, you will power on your virtual machine for the first time. This section will guide you through the installation process.

[bookmark: _Toc511378147]Power on the Virtual Machine

Now, simply click “Power on this virtual machine,” which can be found at the top left of the configuration page.

If everything is configured correctly, you will see a purple screen on boot-up followed by a Ubuntu splash screen like the one pictured below. If you see a network boot screen, go back and make sure the ISO file was selected.

[image: ]



[bookmark: _Toc511378148]Don’t Try Ubuntu, Install Ubuntu

[image: ]
The first screen gives you the option to select a language on the left side. Feel free to select any language.

More importantly, though, it gives you an option to try Ubuntu or Install Ubuntu. You must click “Install Ubuntu”.

[bookmark: _Toc511378149]Preparing to Install Ubuntu Screen

This screen gives you two checkboxes. One is to download updates while installing Ubuntu and another is to install third-party software. Select both and click continue.



[bookmark: _Toc511378150]Installation Type

[image: ]
For the purposes of this project, we want to create our own custom partitions. Select “Something else”, then, click continue.

Also, don’t worry about the warning saying all of your storage will be deleted. This would only affect your virtual disk, not your actual computer.



[bookmark: _Toc510965188]

[bookmark: _Toc511378151]Configure Partitions

You will come across a screen that looks like this.

[image: ]

Configuring our own partitions allows us to customize and omptimize our system. We can configure a swap partition, which works as backup memory to improve performance and multitasker. We can also configure a data partition, which works as a way to organize files.

Start by clicking new partition table. Then, press continue when the popup appears. The page will update as shown below.
[image: ]

Start by clicking on free space. Then, you can click on the plus symbol below it. You will see a popup similar to the one displayed below. First, configure your swap partition by configuring the options as shown below. Click OK once your popup matches the one shown before.

[image: ]
To create your data partition, click free space followed by the plus button again. Configure the page as shown below. Make sure to type /data next to mount point as you can’t select /data.
[image: ]
[bookmark: _Toc510965189]
Finally, you will have to use up the rest of the free space. You can do so by allocating it to a root partition. Click on free space followed by the plus button once more. This time, do not set a specific size. This will use up all the space remaining. Configure the other options as displayed below.
[image: ]

To confirm everything is OK, your partition table should have 4 devices as displayed below.
[image: ]

Once you click Install Now, you cannot go back. Make sure everything is correct before clicking Install Now.

[bookmark: _Toc511378152]Select Location

This screen displays an interactive world map. To select a location, click where it would be located on the map until the name is displayed in the text box below the map.

If you have no idea where on the map your location is, you can instead type the name of your city below until it pops up. Then, choose the best match.

Once complete, select continue.

[bookmark: _Toc511378153]Keyboard Layout

On this screen, simply select the keyboard layout that matches your keyboard. Once selected, type into the text box below to make sure every key prints the correct letter. Click continue once it is all working. If you can’t find the continue button, click on the window and drag it to the left.
[bookmark: _Toc511378154]The “Who are you” Screen

[image: ]

This screen lets you set your computer’s hostname and lets you create your user account. Pick an appropriate name for your computer and a username and password you won’t forget.

For convenience, you can select “Log in automatically,” Or you can stick with “Require my password to log in” if preferred. Once you are set, drag the window to the left to reveal the continue button. Then, press continue.



[bookmark: _Toc511378155]Ubuntu is now Installing

[image: ]

Congratulations! Linux Ubuntu should now be installing. You are now a proud user of Ubuntu, the most popular distribution of Linux.

When installation is complete, you will get a popup saying you will need to restart. Simply click restart now to reboot the virtual machine


[bookmark: _Toc511378156]Remove the Installation Medium

[image: ] 

Finally, you’ll come across a screen as shown above. To remove the installation medium, right click on the tab with the virtual machine name as displayed above. Then, click on settings.

If your mouse is stuck in the virtual machine, press the Ctrl and Alt keys together to break the mouse free.

Now, go back to the CD/DVD section. Under connection, switch the setting back to “Use physical drive.”
[image: ]

Then, press Ok. Now, you can press ENTER on your keyboard to continue. Make sure to click on the virtual machine window first, or the virtual machine may not recognize the ENTER key being pressed.

[bookmark: _Toc511378157]Backup your Virtual Machine

[bookmark: _Toc510965191]Now’s a good time to take a break and create a backup of the virtual machine. Simply copy the folder with your virtual machine (in my case, OSYS1000_FinalProject) and place the copy in a new location. If you have access to another physical drive, such as a USB stick, external hard drive, etc., place it there.


[bookmark: _Toc511378158]Swapping to Command Line Interface

In this section, you will configure your virtual machine to run and boot in a non-graphical user interface mode. You will be introduced to how command line interfaces work and how to navigate them.

[image: ]

Upon logging in the first time, you should be greeted with the screen shown above. This is the Ubuntu GUI (graphical user interface). While user-friendly and colorful, GUIs are not great for computers dedicated to server processes. Servers are designed to run in the background, where having a GUI is both unnecessary and takes resources away. As this computer will be used with a LAMP stack, you will begin by configuring to boot in a non-GUI mode.

[bookmark: _Toc511378159]Boot in Non-GUI mode

While on the home screen as displayed in the backup section above, press ctrl, alt, and the F2 keys together (ctrl+alt+F2). After a minute of waiting, you will come across a black screen as shown below. This is called a CLI (command line interface).

[image: ]

If you are requested to log in, simply enter your username and hit enter. Then, enter your password as requested. The CLI won’t display any of the characters you type when you enter your password, so do not worry if nothing shows up on screen while you are entering your password. Skip this paragraph if you are not requested to log in.

Type the following command to disable the GUI from activating each time the system boots:
· sudo systemctl disable lightdm
[image: ]
This command means disables the lightdm service, which is used to power the GUI. The sudo word at the start prevents us from getting an access denied message. We’ll be adding sudo to a lot of commands that otherwise would not be allowed. Reboot your virtual machine to make sure it boots into the same black screen.

There’s a quick way to restart a Linux operating system using the command line interface. Type this command:
· sudo reboot now
· The equivalent for shutting down is: sudo shutdown now


[bookmark: _Toc511378160]Quick Briefing on CLI

Welcome to the dark side, I mean the command line interface (CLI)! Command line interfaces are great because the commands you can pull off can often be more efficient than doing the equivalent with the GUI. On top, CLIs use fewer resources to run, so they perform better on older computers and on computers that work as servers.

Here are some basic commands you must know to get around the CLI
	Command
	Description

	pwd
	Displays which directory you are currently in

	ls
	Displays files and folders in the directory you are currently in

	cd Directory
	Move to the directory specified. Replace Directory with the name of the folder or directory. Replace Directory with .. to go in the opposite direction back up.

	touch file.txt
	Create a file named file.txt. Replace file.txt with anything you like. To delete it, use rm file.txt

	cat file.txt
	Allows you to open a text file. Replace file.txt with the name of the file

	nano file.txt
	Allows you to edit a text file. Replace fie.txt with the name of the file

	clear
	Clears all previous commands and output from the screen

	mkdir name
	Makes a new folder in your current location. Replace name with the desired name of the folder. To remove a folder, use rm -r /name.



In the following picture below, I use pwd to discover that I am in my home directory. The home directory is /home/yourUsername (/home/richard in this example). You will land in this directory when you boot up the virtual machine. Then, I use ls to see what I can find here. Items in blue are folders while items in white are files. I then use cd Downloads to head to the downloads folder. I then use the ls command while in the Downloads folder, only to see there is nothing there. I would then use cd .. to go back to the above folder.
[image: ]
Remember that folders and files are case sensitive. You must enter them as they appear.


[bookmark: _Toc511378161]If you Wish to Go Back to GUI

It is recommended to stay in the command line interface to continue this project. However, you can go back to GUI anytime you wish.

Anytime you want to go back to the GUI from the CLI, type the following command and you will be taken right back to the graphical user interface:
· sudo service lightdm start

If you wish to have the computer load the GUI by default for each bootup again, type the command below before you enter the above sudo service lightdm start command
· sudo ln -s /lib/systemd/system/lightdm.service /etc/systemd/system/display-manager.service

This creates the link to the lightdm service that was deleted when the sudo systemctl disable lightdm command was ran.



[bookmark: _Toc511378162]Ubuntu Configuration

In this section, you will confirm your Ubuntu machine was configured successfully, as well as make further configurations.

[bookmark: _Toc511378163]Confirm Partitions Were Set Successfully

Run the following command to check your partitions
· sudo lsblk

You’ll notice that it displays your partitions and their sizes. You can confirm that the swap partition was set to around 2.5 GB, for example.

[image: ]

[bookmark: _Toc511378164]Confirm Networking is Set

A quick way to check whether networking services are set properly is through the ping command. Try running this command to see if you can connect to Google:
· ping www.google.com

Be aware that the ping command will continue forever until you cancel it. To cancel any command, press ctrl and c together (ctrl+c). If you find you are stuck after using a command, try ctrl+c.
[image: ]

[bookmark: _Toc511378165]Boot in Multi-User Runlevel

The default run level for Ubuntu is 5. For this project, we want the computer to start in run level 3, which is Multi-User Mode with networking. Run the two commands below in a row:
· sudo systemctl enable multi-user.target
· sudo systemctl set-default multi-user.target

An example is shown below
[image: ]

The system will still be at run level 5, so a reboot is required. Reboot your virtual machines. Once you login, use the runlevel command again. It should now display N 3.

More information on run levels can be found at: 
http://www.pathbreak.com/blog/ubuntu-startup-init-scripts-runlevels-upstart-jobs-explained [2]


[bookmark: _Toc511378166]Update and Upgrade

When you install Ubuntu, there may be packages that can be updated. Use the following command to update all packages with updates:
· sudo apt-get update

[image: ]

Same thing goes for upgrading packages. Run this command as well:
· sudo apt-get upgrade

When you are prompted, “Do you want to continue?” type y and press enter.


[image: ]

Reboot your virtual machine to ensure everything installed correctly. When you login, it should show 0 package updates and 0 security updates.

[image: ]


[bookmark: _Toc510965190]

[bookmark: _Toc511378167]Install VMWare Tools

VMWare tools provide additional functionality, such as being able to copy and paste text from Windows to the virtual machine. VMWare tools also provide improvements in performance.

While logged in, escape the mouse from the virtual machine. Then, click on VM near the top followed by Install VMWare Tools

[image: ]


Then, run the following command:
· sudo apt-get install open-vm-tools-desktop

Once it is complete, you can check to see if it is running through the following command:
· sytemctl status open-vm-tools.service
[image: ]

[bookmark: _Toc511378168]Enable Firewall

By default, the firewall is turned off. To enable the firewall, enter the following command:
· sudo ufw enable

Check firewall status with following command:
· sudo ufw status
[image: ]

[bookmark: _Toc510965192][bookmark: _Toc511378169]Virtual Machine LAMP Configuration

[bookmark: _Toc510965193]In this section, you will install each component of your server and configure them.

[bookmark: _Toc511378170]Install LAMP Stack

Ubuntu offers a convenient way to install Apache, MySQL, and PHP all at once.

First, tasksel must be installed. Type the following command
· sudo apt install tasksel

tasksel allows us to install the LAMP stack in one command. Once the last command is complete, type the following command:
· sudo tasksel install lamp-server

Briefly afterward, you’ll come across an install window with a purple or pink background. The first prompt you will have is to set a password for the MySQL user. Enter a password. This password will be used across multiple services that connect to MySQL.
[image: ]

If everything is correct, you will land at the install page as displayed below

[image: ]

Once it is complete, you now have a basic LAMP stack installed on your virtual machine!

[bookmark: _Toc511378171]Install phpMyAdmin

While the LAMP stack includes the PHP programming language, it does not include phpMyAdmin. phpMyAdmin is a special service that simplifies working with MySQL.

After the LAMP is installed, install phpMyAdmin with the following command:
· sudo apt install phpmyadmin apache2-utils

When prompted with a purple screen, make sure that apache2 is selected. Then, press enter.
[image: ]


Then, when it asks to configure a database, select yes as shown below.
[image: ]
Then, enter the password you used for MySQL.

Now, restart apache to confirm the changes.
· sudo service apache2 restart


[bookmark: _Toc511378172]Install Samba

Samba is another important tool, but is not included by default in the tasksel LAMP stack. Samba allows us to share access to files, printers, serial ports, and other connections between systems.

To install Samba, enter the following command:
· sudo apt install samba

This project will not cover how to configure Samba for network sharing. However, you can check out the following link if you are interested in configuring the service:
https://help.ubuntu.com/community/How%20to%20Create%20a%20Network%20Share%20Via%20Samba%20Via%20CLI%20%28Command-line%20interface/Linux%20Terminal%29%20-%20Uncomplicated,%20Simple%20and%20Brief%20Way!


[bookmark: _Toc511378173]Install OpenSSH

Finally, openSSH is a suite of utilities providing security for networks.

To install OpenSSH, enter the following command:
· sudo apt install openssh-server


[bookmark: _Toc511378174]Alter Firewall to Allow Access from Windows

Now with all of our tools installed, enter the following command to see all applications that cam interact with the firewall:
· sudo ufw app list

[image: ]

To ensure each service can be accessed from Windows:
· sudo ufw allow ‘Apache Full’
· sudo ufw allow ‘OpenSSH’
· sudo ufw allow ‘Samba’



[image: ]

[bookmark: _Toc511378175]Configure Apache after Installation

This section requires working with a major configuration file, so make sure to follow the next few steps carefully. A small error in any configuration file can break the service it belongs to.

There are a few default settings with Apache that are not desired. An example is the KeepAlive setting, which keeps the server running in the background. It may be turned off by default.

You will also need to add a line to the end of the file so phpMyAdmin will run on our apache site.

To start, it is a good idea to create a backup of our configuration file. Do so with this command
· cp /etc/apache2/apache2.conf ~
· This makes a copy of the apache2.conf file and places it in our home directory.
· Across linux, the tilde symbol is used to represent the home directory.

Then, to start editing the configuration file:
· sudo nano /etc/apache2/apache2.conf

Use the up and down arrows to scroll. Make sure these settings are configured as so:
· KeepAlive On
· MaxKeepAliveRequests 50
· KeepAliveTimeOut 5
[image: ]



Now scroll all the way down to the bottom and add the following line word for word:
· Include /etc/phpMyAdmin/apache.conf
[image: ]


Use ctrl+x to exit the file. Confirm changes when prompted to save.

Once you are done, conclude by restarting the Apache service:
· sudo systemctl restart apache2

If issues follow, the following command checks your apache configuration file for errors:
· apachectl configtest

If you see Syntax OK, you should be good
[image: ]



[bookmark: _Toc511378176]Configure MySQL after Installation

After installing MySQL as part of the LAMP stack, it is good to make sure remote access is allowed and that the database service launches after each reboot.

Allow remote access to the MySQL server with this command:
· sudo ufw allow mysql

Start the database service with this command:
· systemctl start mysql

Finally, ensure the database service launches after each reboot:
· systemctl enable mysql
Then, continue to enter your password until complete.


[bookmark: _Toc510965194][bookmark: _Toc511378177]Ensure Each Process is Running

[bookmark: _Toc511378178]To check that Apache is running:
· sudo service apache2 status
[image: ]
[bookmark: _Toc511378179]To check that MySQL is running:
· mysqladmin -u root -p status
[image: ]
[bookmark: _Toc511378180]To check that PHP is Running:
· php –v
[image: ]

[bookmark: _Toc511378181]To check that Samba is running:
· sudo smbstatus
[image: ]

[bookmark: _Toc511378182]To check that openSSH is running:
· sudo service ssh status
[bookmark: _Toc510965195][image: ]

[bookmark: _Toc511378183]To check that phpMyAdmin is running:

phpMyAdmin is tougher to check, but the next section will have an activity that will confirm it is running.



[bookmark: _Toc511378184]Experiment with LAMP

Now with LAMP installed, here are some exercises to get you acquainted with the features of a LAMP server.

[bookmark: _Toc511378185]Access Apache Site From Windows

With the default LAMP now installed, your virtual machine can act as a web server on your network. You can access the apache webpage set on your virtual machine from your Windows host machine!

First, enter ifconfig in your Ubuntu virtual machine. Take note of the address that appears next to “inet address:”. Then, go to a web browser on your windows machine and type the address in. In the example below, the inet address was 192.168.2.20

If successful, you’ll see a webpage like that below.

[image: ]
[bookmark: _Toc510965196]
If your phone is connected to the same network, it even works on your phone, so give it a try! With our machine’s configuration so far, the apache site will work on any device connected to your local network.


Test PHP

To verify that PHP works from windows and on your site, make the following changes to your virtual machine:
1. Enter the command: sudo nano /var/www/html/info.php
a. This allows you to edit the info page on your site
2. Enter this on the blank page:
<?php>
phpinfo();
?>
[image: ]
3. Press Ctrl and x (Ctrl+X) to exit. Confirm your changes when prompted.
4. Restart the web server with: sudo systemctl restart apache2
5. Like with the section above, go back to a web browser on your Windows machine. Enter the address you found like before, but add /php.info this time.
a. An example: 192.168.2.20/info.php
6. The site should appear like that below

This also confirms that PHP has been configured successfully on our virtual machine.

[image: ]

	

[bookmark: _Toc511378186]Create Sample Database with MySQL

MySQL is a database service that allows us to store data. In this exercise, you will create the framework for a table about computer users and insert some data into it.

To start, log into MySQL with the following command:
· mysql -u root -p 

Upon successful password entry, you will be presented with the mysql prompt.
[image: ]

Next, ensure that you have all privileges with the following command:
· GRANT ALL PRIVILEGES ON *.* TO 'root'@ 'localhost ' IDENTIFIED BY 'password ';
· Replace password with the current password you have set for MySQL. If you do not, it will change your password for MySQL.
· Don’t forget the semicolon at the end.

We are almost all set. Before we can create a table, we need a database to store it in. Enter the two following commands to create a database named test and set it as the current database:
· CREATE DATABASE test;
· USE test;
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Now, enter the following to create the table structure:
	CREATE TABLE Member (
	,ID int(11) ZEROFILL primary key
	,Username varchar(50) not null
	,Password varchar(50) not null
);
[image: ]
You can see that each user you add will have a unique identifier stored as an 11 digit number as well as a username and password stored as character strings with maximum length 50.

Now, enter data for 6 made up users. 
	INSERT INTO Member(ID,Username,Password)
	VALUES (1, 'Bruce', 'password'),
	(2, 'Charlotte', 'trustno1'),
	(3, 'Richard', '123456'),
	(4, 'Andrew', 'qwerty'),
	(5, 'Wolf', 'letmein'),
	(6, 'Barney', 'iloveyou');

Note that table names and fields (e.g. ID, Password) are case-sensitive and their names must be typed exactly as they were set.

Feel free to enter other made up names and passwords instead if desired.
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Once your table data is set, you can use a select command to view the table’s contents:
· SELECT * FROM Member;
[image: ]

As amazing as it is, there’s still one problem. Imagine if this were an actual user database for a company. Having the passwords spelled directly out can impose security risks.

Use the following command to encrypt the password fields.
	UPDATE Member
	SET Password = MD5(Password);

[image: ]

Then, you can do another select statement to see the changes
[image: ]

[image: ]The last step is to do a commit statement to ensure changes are saved.
	COMMIT; 


[bookmark: _Toc511378187]View Database with phpMyAdmin

Assuming you followed the steps for installing the LAMP stack and phpMyAdmin, configuring the Apache config file, turning on your firewall, and adding each service to the allowed apps in the firewall, we can use phpMyAdmin from the Windows machine to view our database.

Like before, go to any web browser and enter serverIPAddress/phpmyadmin. In this example, the server IP address is 192.168.2.20

[image: ]

You will be presented with a log in screen. The username is root. For the password, enter the password you configured for MySQL.

If correct, you will be presented with the dashboard as shown below

[image: ]

Assuming you have created the database in the last section, you should see the name of the database you created on the left sidebar. By clicking on that, you should see a dropdown list containing the name of your table.

phpMyAdmin gives you a lot of options and tools to work with all of your databases. For example, you can click on a table to view the data inside it as shown below


[image: ]

You can also click on “Column” to show the structure of the table.

[image: ]

phpMyAdmin is also capable of much more. For example, you can also create your databases and tables right from the phpMyAdmin dashboard. You can also alter or change existing databases and tables.

[bookmark: _Toc511378188]Create Automated Backup of Database

[bookmark: _References][bookmark: _Toc510965198][bookmark: _Toc511378189]This exercise will require the creation of a script file and utilizing of crontab to create an automated routine

First, make sure you are in your home directory by typing:
· cd ~

Next, you will create a blank script file. For this exercise, call it mysqldump.sh. Use this command to create that file:
· touch mysqldump.sh

Now create a folder to use to store the backup. For this exercise, call it SQLBackup
· mkdir SQLBackUp

[image: ]

Then, edit the script file using nano
· nano mysqldump.sh

Add this line to the file (replace your_SQL_password with the actual password):
· mysqldump -u root -p your_SQL_password --all-databases | gzip > $HOME/SQLBackUp /mysqldb_`date +%F`.sql.gz
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[bookmark: _GoBack]Exit and save your changes. Then, use the chmod command to add execute permissions to the script
· chmod +x mysqldump.sh

Now test the script to see if it works
· sh mysqldump.sh

Upon execution, you should get no warning errors. Now navigate to the backup folder and check what’s inside!
[image: ]

You can see that a zipped folder has been created containing the contents of all databases. It even adds the current date to its name.

Now, we will configure Ubuntu to run this script everyday at 11:00PM.

First, enter the crontab file with the following command:
· crontab -e

When instructed, choose nano as the editor. Nano is the editor you have been using for all editing so far.

At the bottom of the file, add the following line to make the script run every day at 11:00 PM
· 0 23 * * * sh /$HOME/mysqldump.sh
[image: ]

Now exit and save, and Ubuntu will take care of the rest! You’ll get a message stating “Installing new crontab” if successful.
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Install (as superuser)

Who are you?

Your name:

Your computer's name:

Pick a username:
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Confirm your password:

Richard
richard g
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richard g
° Strong password
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Install (as superuser)

Welcome to Ubuntu
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File  Edit

Richard

Ubuntu 16.04.4 LTS richard ttyz

richard login: _
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Ubuntu 16.04.4 LTS richard tty2

richard login: richard

Passuord:

Last login: Hed Apr 11 08:50:03 ADT 2018 on tty2

Welcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.13.0-38-generic x86_64)

* Documentation:  https://help.ubuntu.com
* Management : https://landscape. canonical.com
* Support: https://ubuntu.con/advantage

66 packages can be updated.
0 updates are security updates.

richarderichard:$ sudo systemctl disable lightdm

[sudo] passuord for richard:

Sunchronizing state of lightdm.service with Sysv init with /1ibssystend/systemd-sysv-install..
Executing /1ibssystend/systemd-sysv-install disable lightdm

insserv: warning: current start runlevel(s) (empty) of script "lightdn' overrides LSB defaults (2 3
45).

insserv: warning: current stop runlevel(s) (0 123 4 5 6) of script "Lightdn' overrides LSB defaul
s (016).

Removed symlink /etc/systemdssystensdisplay-manager.service.

richarderichard: s
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richarderichard:~$ pud

/home/richard

richarderichard:~s 1s

Desktop Documents Dounloads examples.desktop Music Pictures Public Templates Videos
richarderichard:~$ cd Downloads

richarderichard: ~/Dounloadss 1s

richardar ichard: ~/Downloadss
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richard@richard:™$ sudo lsblk
NAME  MATIMIN RM SIZE RO TYPE MOUNTPOINT

sro 11:0  155.44 0 rom /mnt/cdrom
sda 8:0 0 406 0 disk

sda2  8:2 0 9.66 0 part /data

sda3  8:3 0 28.16 O part /

sdal  8:1 0 2.46 0 part [SHAP
richarderichard: ™
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ichard@richard:"$ runlevel
5
ichard@richard:"$ sudo systemctl enable multi-user.target
[sudo] passuord for richard:
ichard@richard:™$ sudo systenctl set-default multi-user.target
reated synlink from /etc/systend/systen/default.target to /1ib/systend/systen/multi-user. target.
ichard@richard:"$ runlevel
5

ichard@richard:"$ “sudo reboot mou_
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richarderichard:~$ sudo apt-get update

[sudo] passuord for richard:

Get:l http://security.ubuntu.com/ubuntu xenial-security InRelease [102 kB]
//ca.archive.ubuntu.con/ubuntu xenial InRelease

Get:3 http://ca.archive.ubuntu.com/ubuntu xenial-updates InRelease [102 kB
Get:4 http://ca.archive.ubuntu.con/ubuntu xenial-backports InRelease [102 kB
Fetched 306 kB in 1s (234 kB/s)

Reading package lists... 55%
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richard@richard:™$ sudo apt-get upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Done

Calculating upgrade... Done

The following packages will be upgraded:
apparmor apt apt-transport-htips apt-utils avahi-autoipd avahi-daemon avahi-utils bamfdaemon
compiz compiz-core compiz-gnome compiz-plugins-default dpkg dpkg-dev friendly-recovery fuupd
gnome-accessibility-themes hdparm initramfs-tools initramfs-tonls-bin initramfs-tools-core
isc-dhcp-client isc-dhcp-common 1ibapparmor-perl Libapparmori libapt-inst2.0 libapt-pkes.0
Libavahi-client3 libavahi-common-data libavahi-common3 libavahi-core? libavahi-glibi
Libavahi-ui-gtk3-0 libbamf3-2 libcompizconfigo libdecoration0 libdful Libdpkg-perl libfuupdi
Libgerypt2o Libpam-systemd 1ibpci3 libplymouthé libsnmp-base libsnmp30 libsystemdo 1ibudevi
Libunity-core-6.0-9 light-themes lshw pciutils plymouth plymouth-label
plumauth-theme-ubuntu-logo plymouth-theme-ubuntu-text suru-icon-theme systemd systemd-sysv
ubuntu-artuork ubuntu-mobile-icons ubuntu-mono udev unity unity-schemas unity-services
update-not if ier update-not if ier-common xdg-user-dirs

68 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.

Need to get 0 B/28.6 MB of archives.

After this operation, 218 kB of additional disk space will be used

Do you want to continue? [v/n] _
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Ubuntu 16.04.4 LTS richard ttyl

richard login:
Passuord:

Last login: Wed Apr 11 09:07:30 ADT 2018 on ttyl

Welcome to Ubuntu 16.04.4 LTS (6NU/Linux 4.13.0-38-generic xB6_64)

* Docunentation: https://help.ubuntu.con
* Managenent : https://landscape .canonical .com
* Support: https ://ubuntu. con/advantage

0 packages can be updated.
0 updates are security updates.

richarderichard:"$
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(O Richard - VMware Workstation

7 Richard

Ubuntu 16.04.4

MLICMLICLEC| EreryEs
Passuord: Crt- At prser
Login incorrec|
richard login:
Passuord :

Last login: Uel
Uelcone to Ubuntu 16.04.4 LTS (GNU/Linux 4.13.0-38-generic xB86_64)

Install VNhware Tools...

* Docunentation: https://help.ubuntu.con
* Managenent : https://landscape .canonical .com
* Support: https ://ubuntu. con/advantage

0 packages can be updated.
0 updates are security updates.

richarderichard:"$ _
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icharderichard:~$ systemctl status open-vm-tools.service
+ open-um-tools.service - Service for virtual machines hosted on WHuare

Loaded: loaded (/1ih/systemd/systen/open-vm-tools.service; enabled; vendor prese

Active: active (running) since Hed 2018-04-11 10356:15 ADT; 3min 41s ago

Docs: http://open-vm-tonls. sourceforge. net/about . php

Main PID: 3308 (ymtoolsd)

Ciroup: /systen.slice/open-vm-tools.service

'-3308 /usr/hin/vmtonlsd

enabled)

Apr 11 10:56:15 richard systemd[1]: Started Service for virtual machines hosted on VHuare
richarderichard: ™
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richard@richard:"§
Status: inactive
richardorichard:"$
Fireuall is active
richarderichard:"$
Status: active

To
3306
3306 (U6)

richarderichard:"$

sudo ufu status
sudo ufw enable

and enabled on systen startup
sudo ufu status

Action

ALLOW
ALLOW

Anyuhere
Anguhere (u6)
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Package configuration

Configuring mysql-server-5.7
Uhile not mandatory, it is highly reconmended that you set a passuord for the MySQL
administrative "root” user.

If this field is left blank, the passuord will not be changed.

New passuord for the MySQL “"root” user:
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Package configuration

Rumning post-installation trigger ufu
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Package configuration

Configuring phpnyadnin
Please choose the ueb server that should be automatically configured to run phpHyAdmin.

Ueb server to reconfigure automatically:

[1 apachez
[ 1 lighttpd
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Package configuration

Configuring phpnyadnin

The phpnyadmin package must have a database installed and configured before it can be used.
This can be optionally handled with dbconfig-common.

If you are an advanced database administrator and know that you want to perforn this
configuration manually, or if your database has already been installed and configured, you
should refuse this option. Details on uhat needs to be done should most likely be provided
in susr/share/doc/phpnyadmin.

Otheruise, you should probably choose this option.

Configure database for phpmyadmin with dbconfig-comnon?
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ichard@richard:"$ sudo ufw app list
[sudo] passuord for richard:
wailable applications:

Apache

Apache Full

Apache Secure

CUPS

OpenssH

Sanba

icharderichard:™$ _




image43.PNG
ichard@richard:"$ sudo ufw

Rule added

Rule added (u6)
icharderichard:™$ sudo ufu

Rule added

Rule added (u6)
icharderichard:™$ sudo ufu

Rule added

Rule added (u6)
icharderichard:"$ sudo ufu
tatus: active

To
306

pache Full
penssH

anba

306 (U6)
frcieiriliice)
jpensSSH (6
anba. (u6)

icharderichard:"§

allow ’fApache Full’

allou * OpenSSH

allow ’Samba’

status

Action

ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW

m

Fron
Anyuhere
Anguhere
Anguhere
Anguhere
Anguhere
Anguhere
Anguhere
Anguhere

we)
we)
we)
we)
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3
t KeepAlive: Whether or not to allow persistent comnections (more than
t one request per connection). Set to "Off” to deactivate.

3

eepAlive On

3
+ MaxKeepAliveRequests: The maxinun number of requests to allow

t during a persistent connection. Set to 0 to allow an unlinited amount.
t Ue reconmend you leave this number high, for maximun performance.

3

axKeepAl iveRequests 50

3
t KeepAliveTineout: Number of seconds to uait for the next request from the
t sane client on the same comnection.

3

eepAliveTineout 5
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# Include generic snippets of statements
IncludeOptional conf-enabled/x.conf

# Include the virtual host configurations:
IncludeOptional sites-enabled/x.conf

# vim: suntax=apache ts=4 sw=4 sts=4 sr noet

Include /etc/phpmyadin/apache.conf
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richarderichard:“$ apachectl configtest

AHO0SS8: apache2: Could not reliably determine the server's fully qualified domain name, using 127.0
.1.1. Set the 'ServerName' directive globally to suppress this message

syntax 0K

richarderichard:~s _
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richard@richard:$ systemctl service status apachez
Unknoun operation service.
richard@richard:"$ sudo service status apachez

[sudo] passuord for richard:
status: unrecognized service
richard@richard:"$ sudo service apachez status
# apachez.service - LSB: ApacheZ ueb server
Loaded: loaded (/etc/init.d/apachez; bad; vendor preset: enabled)
Drop-In: /lib/systend/systen/apachez service .d
Lapachez-systend .conf
Active: active (running) since Thu 2018-04-12 18:52:55 ADT; 23min ago
Docs: man:systend-sysu-generator (8)
Process: 1154 ExecStart=/etc/init.d/apache2 start (cod
CGroup: /system.slice/apachez.service
1191 susr/sbin/apachez -k start
1194 susr/sbin/apachez —k start
1195 susr/sbin/apachez —k start
1196 susr/sbin‘apachez —k start
1197 susr/sbin‘apachez -k start
1198 susr/sbin‘apachez —k start
1298 /usr/sbin‘apachez -k start

ited, statu;

:52 richard systend[11: Starting LSB: Apache2 ueb server...
:53 richard apache2[11541: = Starting Apache httpd ueb server apachez

:54 richard apache2[11541: AHO0558: apachez: Could not reliably deternine the server’s f
g apachez[11541: =

systend[11: Started LSB: Apachez ueb server.
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richard@richard:"$ mysqladmin -u root -p status

Enter passuord:

Uptine: 1528 Threads: 1 Questions: 2 Slow queries: 0 Opens: 107 Flush tables: 1 Open tables: 2
6 Queries per second avg: ©.001

richarderichard:™$ _
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richard@richard:™5 php -v
PHP 7.0.28-Oubuntu0.16.04.1 (c1i) ( NTS )
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies
with Zend OPcache u7.0.28-Oubuntu0.16.04.1, Copyright (c) 1999-2017, by Zend Technologies
richarderichard:"$




image50.PNG
ichard@richard:"§ sudo smbstatus
[sudo] passuord for richard:

anba version 4.3.11-Ubuntu
m Usernane Group Machine Protocol Version

ervice pid machine Comnected at

o locked files

icharderichard:™$ _
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richard@richard:"$ sudo service ssh status
u ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/1ib/systend/systen/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2018-04-12 19:51:33 ADT: Zh 14min ago
Main PID: 4372 (sshd)
CGroup: /system.slice/ssh.service
L4372 susr/sbin/sshd -D

Apr 12 19: richard systemd[11: Starting OpenBSD Secure Shell server..
Apr 12 19: richard sshd[43721: Server listening on 0.0.0.0 port 22
Apr 12 19 richard sshd[43721: Server listening on :: port 22

Apr 12 19: richard systemd[11: Started OpenBSD Secure Shell server

richard@richard:"$ _
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File Edit View VM Tabs Help v | & L0 ED||E

5 Richard

Ubuntu 16.04.4 LTS richard ttyl

Last login: Thu Apr 12 12:43:21 ADT 2018 on ttyl
Uelcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.13.0-38-generic x86_64)

* Documentation:
* Managenent :
* Support:

https://help.ubuntu.con
https://landscape .canonical .com
https ://ubuntu. con/advantage

0 packages can be updated.
0 updates are security updates.

richard@richard:"$ ifconfig
ens33  Link encap:Ethernet Hiaddr 00:0c:29:2e:49:95
inet addri192.168.2.20 Beast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::cde2:71fc:4aaf:29c1/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:
RX packets:161 errors:0 dropped:0 overruns:0 frane:0
TX packets:198 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:12837 (12.8 KB) TX bytes:34858 (34.8 KB)

Link encap:Local Loopback

UP LOOPBACK RUNNING MTU:65536 Metric:l
RX packetsi196 errors:0 dropped:0 overruns
TX packets:196 errors:0 dropped:0 overruns
collisions:0 txqueuelen:1000

RX bytes:14795 (14.7 KB) TX bytes:14795 (14.7 KB)

frame:0
carrier:

richarderichard:"$

<

The nstalled version of
the guest operating

ware Tools s not up to dte. Log n to ——
tem and clck Update Took. Never Remind M

UpdateTods | | Remind Me Later

Noisecontre! 41 X

<« c

0SYS1000 Uni X

@ 192.168.2.20 Q ¥ 9

Productivity

Apache2 Ubuntu Default Page
ubunty

This is the default welcome page sed to test the correct operation of the Apache? server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installec
at this site is working properly. You should replace this file (located at /var, )
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Ubuntus Apache2 default configuration is different from the upstream default config
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
oc package was installed on this server

The configuration layout for an Apache2 web server in

n, and split

apachez-

lation on Ubuntu systems is as follows:

main configurat

configuration files when starting up

rts.con is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

- Configuration files in the

particular configuration sni
host configurations, respectively.

n file. It p
he web server.

the pieces together by including all remaining

and sites-enabled/ directories contain
s, global configuration fragments, or virtua

) nal
hich manage modu

« They are activated by symlinking available configuration files from their respective =-available
counterparts. These should be managed by using our helpers a2enmod, a2dismod, aZensite,
a2dissite, and a2enconf, a2disconf . See their respective man pages for detailed information.

« The binary is called apache2. Due to the use of environment variables, in the default
configuration, apache2 needs to be started/stopped with /etc/init.d/apache2 or apache:
Calling /usr/bin/apache? directly will not work with the default configuration.

By default, Ubuntu does not allow access through the web bror
w, public_html directories (when enabled) and /usr/sn:
using 3 web document root located elsewhere (such as in
document root directory in /e

wser to any file apart of those located in
for web applications). If your
vou may need to whitelist your
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GNU_nano

f<7php
hpinfo);
7>

[ Read 3 lines J
g Get Help Urite Out Qg Where Is R Cut Text f Justify
B Exit Read File BN Replace [ Uncut Text gl To Spell
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richard@richar
Enter passuord:

Helcome to the MySOL monitor. Commands end with ; or \g.
Your MySOL connection id is 3

Server version: 5.7.21-0ubuntu0.16.04.1 (Ubuntu)

2% mysgl -u root -p

Copyright (c) 2000, 2018, Oracle and/or its affiliates. ALL rights reserved.
Oracle is a registered trademark of Oracle Carporation and/or its
affiliates. Other names may be trademarks of their respective

ouners.

Type 'helps' or '\h' for help. Tupe '\c' to clear the current input statement.

mysgl>
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mysql> CREATE DATABASE test;
Query OK, 1 row affected (0.00 sec

mysol> USE test;
Database changerd
nysL>
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mysgl> CREATE TABLE Member (
-> 10 int(11) ZEROFILL PRIMARY KEY
-> ,Usernane varchar(50) not null
-> ,Passuord varchar(50) not null
> 3

Query 0K, 0 rows affected (0.01 sec)

nysaL
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mys0l>

INSERT INTO Member(ID,Username,Passuord)
VALUES (1, 'Bruce’, 'passuord'),

(2, 'Charlotte’, "trustnol’),

(3, 'Richard’, '123456"),

(4, 'Andrew’, "querty'),

(5, 'Molf', 'letmein'),

(6, 'Barney ', 'iloveyou');

Query 0K, 6 rous affected (0.01 sec)
Records: 6 Duplicates: 0 Marnings: 0

mysq 1>
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mysgl> SELECT * FROM Member;

. +
| © | Username | Passuord
i
00000000001 | Bruce | passuord
00000000002 | Charlotte | trustnol
00000000003 | Richard | 123456
00000000004 | Andrew | guerty
00000000005 | Holf | letmein
| iloveyou |
-

00000000006 | Barney
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nysql> UPDATE Member

-> SET Password = MDS(Passuord) 3
Query 0K, 6 rows affected (0.11 sec)
Rous matched: 6 Changed: 6 Harning:

mysol>
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mysql> SELECT * FROM Member;
e .
| © | username | Password

f25azfc12630n780h2a 1481408 f 6290

b i

00000000006 | Barney

| 00000000001 | Bruce | SfddccabSaaTesds1d8327dess2c{99
| 00000000002 | Charlotte | Sfcfd4lesd7a12215b173ff47fdd3733
| 00000000003 | Richard | el0adc3343baSdahbesee05Tfeofasse
| 00000000004 | Andrew | d8578edf8458ce06fbcSbhTeaSECScad
} 00000000005 | Holf } 00/107d03f5hbedocade3deSc1e3esh7
H

g

rous in set (0.00 sec)




image62.PNG
nustL> COMMIT;
Query 0K, 0 rows affected (0.00 sec)

S
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icharderichard:"$ 1s

pachez.conf oo examples.desktop ©iciiies Teoploios

esktop Dounloads Music Public  Videos
ichard@richard:$ touch mysqldump.sh

icharderichard:"$ Is

pachez.conf oo exanples.desktop mysqldump.sh foLli o Uiioos
esktop Dounloads Music Pictures Templates
ichard@richard:”$ mkdir SQLBackUp

icharderichard:"$ 1s

pachez.conf oo exanples.desktop mysqldump.sh follio Teoloios
esktop Dounloads Music Pictures SQLBacklp Videos
icharderichard:™$ _
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mysqldump -u root -p yourPassuord_--all-databases | gzip > SHOME/SQLBacKUp/mysoldb_ date +3F .sql.gz
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ichard@richard:"$ sh mysqldump.sh
~$ cd SQLBacklp/
"/SQLBackUp§ 1s
wsqldb_2018-04-13.5q1 gz
icharderichard :~/SQLBackUp$
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Edit this file to introduce tasks to be run by cron

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon)

and day of week (dow) or use 'x' in these fields (for 'any').#
Notice that tasks will be started based on the cron's sustem
daemon's notion of time and timezones

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For _example, you can run a backup of all your user accounts

at 5 a.m every week with:

05 % 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(s) and cron(g

mh dom mon dow  command
23 % * * sh SHOME/mysqldump.sh
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Hardware compatibilty: Workstation 12.x virtual machine




